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OCHOBHbIE XapPaKTepPUCTUKA
BLIYNC/TNTENNILHOIO Kactepa

[TukoBasa (TeopeTmnyeckas)
nponssoanTesnibHOCTL (Tflops)

Linpack npounssoantensHocTb (Tflops)
BogoMIPS npoun3ssogntenibHOCTL?
[TponyckHaa cnocobHocTh Interconnect (Gbps)
3aaepxkn Interconnect (ns)
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OCHOBHbIE XapPaKTepPUCTUKA
BLIYNC/TNTENNILHOIO Kactepa

Linpack npounssoantensHocTb (Tflops)
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DDR3 SDRAM
(up to 16GB DDR3-1866)
UDIMM 240-pin slot A

DDR2 SDRAM
(up to 16GB DDR3-1866)
UDIMM 240-pin slot B

Remember?

MEM Channel A (x64, B00MHz max)

L _MEM Channel A (x64, 800MHz max) 4
\ _MEM Channel 8 (x64, 800MHzmax) _ <

MEM Channel B (x64, B00MHz max)

Intel® 5th Gen Xeon®
E3-1285L v4 processor

PEG 3.0 @ 8Gbps (x16

DP port > DP 1.2 Iris™ Pro Graphics 6300 I
| in LGA1150 socket E
mbedded
HDMI port * HDMI 1.4a
Controller
HDMI port - HDMI 1.4a
1) i |
l’fl‘:dﬁt_:} DMI @ 5Gbps (x4)
'@jftey
i TPM
Intel GbE
LAN2 PCI Express Atmel Superl
RJAS Port @=|EEES02.3=9| controller [€==PCle @ 1.25Ghps==— Root port RTC ATS75C3304
0 1210 F Y Fy
LAN1 Intel GbE PHY
[ | EEES02 . 3 e (=P Cle @ 1.25Gbps==# GbE MAC
RJ45 PDr—t 1218 L) SMBus controller &
B HD Audio
3 WiEUs ~ ™
Analog Microphone In i SMBus controller LPC controller [« - -
Analog 3.5 MIC_ LR Realtek PCle Root Port [
Analog Audio Out eaite Flexible |/Os |«
ﬁ.nilng 3 5o «—aaun_L/R—] Audio Codec [«—HDA @ 48Mbps—>{ HD Audio Intel 8 Series | USE contrallers |
Digit;lj: I:-:jr:: out e onie our—| ALC886 PCH
Lynx Point

I o

B TR -

LISE EHCl Host

6 crhincet

SATA Host
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Clock cycle
0 1 2 3 4 5 6 7 8

Waiting
instructions

'n
o)

=

[af

=

ORI T 1]
SO [T

XX
X .
NN
[ X
[
§ [ XX
1 DX

R, T -

Pipeline

(%)) w w (%))
fo v o o)
Q [ Q Q
[le]} «Q Q Q
] (] m m
e o b =
s ¢ 9

i

Completed
instructions

|||||

Waiting |
Instructions



15 { o J YcrpoMcTao DMHHOTO MHTEPPENCA
CS Cymmartop bygap
55 aapecos _l—- aapeca/ M
DS I [cocrosmnm STG - ST3
ES L 1P J
T ‘ Byeer lanis - app
1 aapeca/
————— l—.—-—‘ — — —— s — ‘.u"ux
r_ Onepaunonmoe _]
| 15 8f7 g yeTpodcTeo | 7 0
| AK| AH | AL | 1
| CH] CH CL ] AN | | Ovepeas
, DK | DH DL KOMaNA
: 5P F__1IL_8
I BP |
| SI |
i DI I
e —— ,
BHE/ST?
ALE(QSQ)
DERGTH)
YcrpoRcToo ympannemus DT/R(STD)
M/IOETS)
[WR(LOTK)
_ |___Rp
I 11 o |
HOLD
MN/MR | cLK | TEST | (mg,oTm NM1 | TNTA®@SD
RESET READY HLDA(RG/GTD) INTR

Waiting
instructions

Stage 1: Fetch

Pipeline
A

-

Completed
instructions

Clock cycle

3

4

5

6

7

8

Stage 2: Decode

Stage 3: Execute

Stage 4: Write-back
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We have a hardware, what is next?
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We have a hardware, what is next?

ROM/BIOS
|

¥
POST

|
¥

Switches or
CMOS Data
I

+
A ——| C:

Boot-Up Sequence

— =

Bootable Partition?

4

Boot Record
(pointed te by C/H/S
in MBR)
(valid S5AA7)

=
|
I
I
|
I
|
|
|
I
|
I
I
|
|
I
|
I
|
|
|
-

|
|
|
¥

—————=| MSDOS.SYS

I
L

CONFIG.SYS
(optional)

|
|
¥

COMMAND.COM
(shell command in

Y e L e e e e e i,

' config.sys may

[10.8YS ; d

Master Boot Record | change this!)
Cyl=0 Head=0 Sec=1 |- 1 |
ST 0 I
ralid 3ond) DBLSPACE.BIN |

(not all versions) | AUTOEXEC.BAT

MEBR hagic

IPL - Initial Program Loader

Fartition Table rumber

:j:::::::::t::::::::|:::::::l

B bytes 2 bytes

[Active ] Starting CHS | Tvpe | Ending CHS | Stating Sector | Sectors |

1 byte 3 bytes

1 byte 3 bytes 4 bytes

4 bytes
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Disk Operating System

elcome to FreelOS

uteMouse v1.9.1 alpha 1 [Freel05]
Installed at P52 port
N uer

FreeCom version B.82 pl 3 XMS5_Swap [Dec 18 ZHH3 B6:49:211

wadir

Uolume in drive C is FREEDOS_CY95
UolumMe Serial NHumber is HE4F-19EB
Directory of C:~

<DIR> B8-Z26-84
AUTOEXEC BAT 435 H8-26-84
O0TSECT BIN 512 HB8-2b-8H4
OMMAND COM 93,963 H8-26-84
ONF IG 3Y5 01 H8-2b6-84
FOOSBOOT BIN 512 HB8-2b-8H4
KERNEL 3Yo 45,815 84-17-84 :
b file(=) 142,838 bytes
1 dir(s) 1,864,517,632 bytes




Disk Operating System

elcome to FreelOS

uteMouse v1.9.1 alpha 1 [FreeDl0O31
Installed at PS5~2 port
Iswuer

FreeCom wversion H.82 pl 3 XM5_Swap [Dec 18 2883 B6:49:211

wrdir

Uolume in drive C is FREEDODS_C95
UplumMe Serial MNumber is AE4F-19EB
Directory of C:~

<DIR> BB-26-8B4 6:23p

435 B8-26-B4 6G:24p

512 88-26-B4 6:23p

93,963 B88-26-84 6:24p

§81 ©88-26-8B4 6G:24p

FOOSBOOT BIN 512 88-26-B4 ©6G:24p

[KERNEL S¥5 45,815 B64-17-84 9:19p
6 file(g) 142,838 bytes

1 dir(s) 1,864,517,632 bytes free

MS DOS memory limit (640KB ought to be enough for anybody)
No memory protection, first-fit memory allocation scheme
Single task, but TSR (Terminate and Stay Resident)

Single user

10/ 65



Disk Operating System

User
.r'd

uteMouse v1.9.1 alpha 1 [Freel03]
Installed at P5-2 port

IN>yer
FreeCom version B8.82 pl 3 XMS_Swap [Dec 18 2883 B6:49:211 COMMAND.COM

nrdir

Uplume in drive C is FREEDOS_C395

Volume Serial Number is BE4F-19EB DOS Kernel . MS-DOS

Directory of C:~

<DIR> B8-26-84
AUTOEXEC BAT 435 B8-26-84 6: BIOS
; 512 B8-26-B4 6:
93,963 ©8-26-84
881 B8-26-84
FDOSBOOT BIN 512 BB8-26-A4
KERMEL  SYS 45,815 B84-17-84 9: by 2
6 file(s) 142,838 bytes e ol
1 dir(s) 1,864,517,632 bytes :

Hardware
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BIOS

* BIOS (Basic Input/Output System)
— Direct interface with 1/O devices
— Contains device drivers

* Controls data flow to and from each device
(except disk drives)

— Receives I/O operation status information
* Passes to processor
— Handles small differences among I/O units

* No need to write device driver for manufacturer
printer

— Understanding Operating Systems, Fifth Edition 15,45



DOS kernel

* DOS kernel
— Contains routines to interface with disk drives
— Read into memory
* Initialization time from MSDOS.SYS file
* Resides in boot disk
— Microsoft proprietary program
— Accessed by application programs
— Provides hardware-independent services
* System functions
* Memory management, file and record management
— Provides transparency
* Compensates for manufacturer variations

— Manages file storage and retrieval
— Dynamically allocates and deallocates secondary storage as needed

— Understanding Operating Systems, Fifth Edition 13,45



Command processor

 Command processor (shell)
— Sends prompts to user
— Accepts typed commands
— Executes commands
* From system prompt
* Issues appropriate responses
— Resides in COMMAND.COM file
* Stored in two different main memory sections
— Appears on public directory
— Weakness: not interpretive

— Understanding Operating Systems, Fifth Edition 14,65



 Main memory structure
— ROM

* Very small in size

« Contains program

« Contains section of BIOS with startup

process (bootstrapping)

* Initializes computer
* Retrieves resident code and loads into

RAM

— RAM

* Part of main memory

* Where programs are loaded and

executed

Ll

v

¥l

Busy

Free

Busy

Free

Busy

Block 1

Block 2  Block 3

Block 4

Block 5

(etc.)

The linked list of memory
blocks.

Reserved for BIOS

Unused

Transient Part of
COMMAND. COM

Transient
Program Area
“User Memory”

Terminate and Standby
Resident (TSR) Programs

Resident Part of
COMMAND. COM

Installable Drivers

Buffer Cache

MS-DOS Kernel

BIOS Interface

Interrupt Vectors

1M

640K

— Understanding Operating Systems, Fifth Edition 15,45



Single user, single task

® Interru ptS Pentium interrupts
- Internal hardware interrupts

- External hardware interrupts _bopins_) (st (H/ardwafemterwmﬂ

- Software interrupts

s

[ Aborts ) [ Faults ) [ Traps J (Maskablcj Nonmaskable

Program A Run Wait Run Wait
Program B Wait| Run Wait Run Wait
Multitasking:

: N 7777 . ) »

Program C Wait  FRun’ Wait Run/ Wait
Y L O

. : Run | Run :i{m;ﬁ s & Run | Run :i'tunj §
Combined A B :(E Wait \ B C Wait

Time g 16 / 65



Single user, signle task
Unsafe, unsecure

A lot of code duplication
etc...

Required to add hardware features!
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» 80286: protected mode, virtual memory, 20MHz

Intel 80286 architecture

1

]

i

1

1

i

1

i

1

n

: Segment
f Offset Bases
1 Adder — |- - T =
1 SegmentLimit | Segment
! Fammmn Checker Sizes
i

1

n

i

1

i

1

n

i

]

'

1

Registers | Control

Physical
Address
Adder

Address Latches
and Drivers

Prefewcher

)
h} tn =
BHEH, MAOH

Processor
Extension

Bus Control

Data Tranceivers

8 Byte
Prefetch
Queue
- I‘.Iecnd_ed Instruction
Instruction Decoder
Queue

Interface  |af——

= PEACKZ
—— PEREQ

= READY#, HOLD

— S1#, 508, CODANTAH
LOCK#, HLDA

HI'I!'III I | BUSY
INTR ERROR
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* protected mode, virtual memory
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* protected mode, virtual memory

Privilege
Hardware S
level:
Most
privileged
Private
0S8
functions
Device drivers ;fi?rsi:agcd

Application programs

20/ 65



Software
level:

21/65



* protected mode, virtual memory

Virtual memory

(per process)

Physical
memory

VIRTUAL MEMORY

CPU

logical pige +x
VIRTUAL ADDRESS

(presend

SECONLARY
STORAGE

Zapy, @
x

MAIN MEMORY

/ pacc franies

22/ 65



Privilege
level

Virtual memory Physical
(per process) memory

Most
privileged

Private
0Ss

functions

Least

Device drivers privileged

Application programs

Again: we have a hardware,
what is next?

23 /65



Monolithic vs Microkernel

Monolithic Kernel Microkernel
based Operating System based Operating System
Application System Call
'_’_,.-"‘

Application
IPC

24 | 65



Tenenbaum-
Torvalds debate

Linux (in HPC market share)

Mac 05 Hia Uni
[ BsD Based ) Limux [ prisced 25 / 65



1969 @named PDP-7 operating syste
1969

- Open Source

|:| Mixed/Shared Source | 1971101973

Unix

197110 1973 Version 1 to

1974 t0 1975

PWB/Unix - Closed Source 1974 to 1975
1978
BSD 1978
1.0to 2.0 Unix \
1979 ( Version 7/
1979
| Unix/32V
1980
BSD 1980
3.0to 4.1
1981
98 1981
1982
1982
1983 BSD 4.2
1983
1984
Uni 1984
nix
1985 Version 8 1085
1986 BSD 4.3
1986
1987 Unix
| 9 and 10 1987
ast versions
1988 ( Sl 1988
Bell L
1989 ell Labs) 1989
1990
1990
1991 Linux 0.0.1 ZEID) W72 1991
386BSD 1092
1992
Li 0NéetBSD0
inux .8tol.
1993 0.95 to 1.2.x 4345'30 1993
1994 4.4 lite2 1994
NetBSD
1995 OpenBSD 1995
l1.1to 1.2 1.0t02.2
1996 1996
17 NetBSD 1.3 1997
1998 FreeBSD
3.0 to 3.2 1998
1999
2000 1999
Linux 2000
2001 to 2004 2.0 to 2.6.x 2001 to 2004
2005 OpenBSD 2005
2.3to 5.x
2006 to 2007 FreeBSD NetBSD
° Mac 0S X 3.3t09.x 1.3to6.x 2006 to 2007
2008 10.0 to 10.9.x 2008
(Darwin)
2009 2009
OpenSolaris
2010 and 2010
derivatives
2011 2011
2012 t0 2013 2012 t0 2013
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Linux distributions
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Must read

e Tenenbaum-Torvalds debate

* GNU C Library debates about
Versioned Interfaces



Monolithic vs Microkernel

Monolithic Kernel Microkernel
based Operating System based Operating System
Application System Call
'_’_,_.-"‘

Application
IPC

29 / 65



System Call
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Application

oystem Call

Privilage
level
3

’) Most
privileged
i

0

Private
05

functions

08§ services

Least

Dievice drivers privileged

Application programs

Hardware

31/65



: : Virtual memory Physical
Application
PP System Call (per process) memory

'_F,/'“

g
£

i

I]!llllll!ﬂlllllll"lllllll"l%
HTHATTAT-
I||IIIIIIIHIIIIII!HIIIIII"IIQ

il IIIIIIIIMIIIIIH

i

Hardware
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Virtual memory

Virtual Address

Firsttry

Page # Offset
TLE
VPN | PPN Page Table
— PTE

TLE mies: use this

the TLE =

TLE hit: use this

Physical Address

Physical Page #

Off=et

Physical Memory

33/65



virtual address

Virtual memory

page table write A

disk

TLB hit
> TLB
TLB miss
TLB write T
-
— > page table
hit
page table
page not
present

» physical address

34 /65



virtual address

Virtual memory

» physical address

RN

TLB hit
> TLB
— TLB miss
TLB write T
-
— page table
hit
page table
page not
present
page table write A 1 N
disk

Page fault exception
(handled by OS):

e swap

« ZRAM

e etc

35/65



Virtual memory

¥ Mo execute

# Reserved

# Software Field (prototype PTE)

# Software Field (copy on Write)

= Global

# Large Page

» Dirty

# Accessed

# Cache disabled

¥ Wite Through
e WIS
e Vit

|—) Walid

Software

Nx (wworkimg

st index)

Reserved |Page Frame Mumber

U

P ICw|G|

L

D

A

Cd‘Wt

63 62 5251 3940

1211109 8 7 6 5 4 3

O|WIV
2 10
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Application
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libtinfos

libseliml

Application

virm

/CE)

Gx

Virm- Comnon

libacll

virn-rntme

libgpma

i

libca

libe-bin

rmultarch-support

gcc-4d 7-bhase

38 /65



Application

Execution flow of Hello World! (GNU/Linux)

== Dynamic Link
—— - Static Link

Shell hello

kernel

Examine Executable: Start loader Drop Process

Allocate Process /:’///

39/65



Application

top of stack

Stack Pointer > N
Locals of
DrawLine stack frame
for
Frame Pointer > _
Return Address DrawLine
subroutine
Parameters for
DrawLine
- J
Locals of
stack frame DrawSquare
for y Return Address
DrawSquare
subroutine Parameters for
DrawSquare
N

40/ 65



Application

Address

Value

EBP of main() e

Oxbffffefa

Oxbffffefd

Oxbffffefo

Oxbfffféec

Oxbfffféed

Oxbfffféed

ESP of main()

Oxbfffféel

Oxbffffédc

EBP of sum3() se—f

Oxbffff6da

Oxbffffefa

Oxbffff6d4

ESP of SUuM3() e—

Oxbffffed0

_main:
mowvl

+12

_Bumj:
mowvl

52,

12 (%ebp),;

4 (Yesp)

teax
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Application
PE System Call _ System Call

",.-'“

Hardware
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System call

printf("Hello world!”) calls
write(1, buf, sz)

| $SYS_write, % User
mov _write, Y%eax
User mode pLes program
/ ret // usys.S
| syscall() { syscalls
kernel mode IDT syscalls[%eax]() table |
/}// syscall.c \‘( sys_write |
64 | syscall
sys_write(...) {
// do real work
} /] sysfile.c
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context
switch!

virtual address

System call

printf("Hello world!”) calls
write(1, buf, sz)

User
movl $SYS_write, %eax program
User mode Lo
C ret // usys.S
| syscall() { Sysca”S
kernel mode IDT syscalls[%eax]() table
/ } // syscall.c \‘( Sys_write
64 | syscall
e sys_write(...)
// do real work
} // sysfile.c
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System Call

<+— Filesystem, IPC

45/ 65



Filesystem: VFS

User Space

Cache
Hit

Kernel Space

Miss

Inode & Dentry Cache Data Cache

CHEE  easeest T Themcae Data
Fetch -~ Cache
Fetch
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Filesystem (FAT32)

Resarved area Unused area
i 1
I |
|
l FAT #1 FAT #2 001 Data area (Files and Directories)
| Directory
I
i
v
Bool Recond
The structure of FAT 16 file system
Reserved anea Unused araa

!

FAT #1

FAT #2

I
I
Data al'a-n (Files and Directories)
I
I

L
Bool Recond

The structure of FAT32 file system

L ]
Root directory

by Iprinceps, <princapsi@omal com=
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Filesystem (FAT32)

Directory table entry (32B)
Filename (8B)
Extension (3B)
Attributes (1B)
Reserved (1B)

Create time (3B)
Create date (2B)
Last access date (2B)

File allocation table

First cluster # (MSB, 2B) g Volume info
Last mod. time (2B) 5 oo
Last mod. date (2B) 3 5

First cluster # (LSB, 2B) 5

File size (4B) 5 0
6 EOC
-——— ?. =
8 3
9 Free
10 11
11 EOC o

<.-------3-2'b """" > 48/65



Filesystem (FAT32)

ANONOONC X000 00000009 00000004
00000005 00000007 O0OO0CO0 00000008
FFFFFFFF QO000000A 00000008 00000011
0000000D 0000O00E FFFFFFFF 00000010
00000012 FFFFFFFF 00000013 00000014

00000015 00000016

00000000
00000000
00000000
000200000
00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000
00000000
000200000
00000000
00000000

FFFFFFFF
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
000200000
00000000
00000000
00000000
00000000
00000000
00000000

Root Directory:
2,9, A,B, 11

File #1:
3,4,57,8

File #2:
C,D,E

File #3:
F, 10, 12,13, 14, 15, 16

49/ 65



Filesystem (ext4)

evtd_inode index node block leal nade hlock disk blocks
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Filesystem (ext4)

Journal File System
TxB Contents TxE Metadata  Data
(metadata) (data)
issue issue issue
complete
complete
complete
issue
complete
- | issue  issue
complete
complete

Table 42.1: Data Journaling Timeline

51/65



Filesystem

* Copy on Write

e Transparent compression
 SSD-cache / TRIM

* Network fillesystems

o Distributed filesystems

* Pseudo file systems
(wikipediaFS, PIFS, ...)
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Filesystem

test.c
glibc
User Space
Kernel SpaEe ___________
syscall table [

53/65



Filesystem

test.c

glibc mmap() !

User Space

Kernel Space

syscall table | _
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Process Memory Space FI IesyStem

[START] ==

LEMIE

>< mmap(START, LEN, PROT, FLAGS, FD, OFFSET)

OFFSET .
. Hf—ﬂ“‘n
File: FD ; ;
(0] e
* LEN -
TLB hit
virtual address > TLB » physical address
— TLB miss
A
TLB write
> page table
hit
page table
page not
present
page table write A —‘
disk

mmap() !
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IPC

* |PC == Inter-Process Communication:
- Files
- Signals, Traps
- Sockets
- Message queue
- Pipe
- Shared memory
- Message passing

56 /65



IPC

e |PC == Inter-Process Communication:

Files

Signals, Traps
Sockets
Message queue

byte
stream

stream Mu'kl.'l:)

data
transier

{

{ pseudoterminal )

Pipe

COMmmunication

Shared memory
Message passing

System Vo message |:|H1'III:‘_)
—1 message FOSIM message qlli.'l.lr.')
datagram Hlu'k{'l}

shared
eIy

System V shared m-.-mut"r_jl
POSIX shared I'||1.'I'|!Ht"'.'_:] .
lllllllllll ¥ rl'l.iFlIJill!ﬂ

57165



IPC: race condition

[- Increment -*

Thread A 17 17+1 = 18
A increment
[ ¥
Thread B 17 17+1 = 18
A
read read write
| v
Integer | 17 18
>
Time

write

18
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IPC: deadlock

Thread 1 Thread 2

:'J

59/ 65



IPC: synchronization

Technique Description Scope

Per-CPU Duplicate a data structure | All CPUs

variables among CPUs

Atomic Atomic read-modify-write All

operation instruction

Memory Avoid instruction re- Local CPU

barrier ordering

Spin lock Lock with busy wait All

Semaphore Lock with blocking wait All
(sleep)

Seqglocks Lock based on access All
counter

Local interrupt | Forbid interrupt on a single | Local

disabling CPU

Local softirq Forbid deferrable function | Local

disabling on a single CPU

Read-copy- Lock-free access to shared | All

update (RCU)

data through pointers

60/ 65



IPC: synchronization

3aBUCUMOCTb BpeMeHU BbINOJIHEeHUA
Initial sync ot timeout-a spinlock-a
60

e 23
il SY'S
sl LIS ET

S N W W N S S Wy O~ " D o an

R R N S o e e = aame o= o

AR A @f
N \Qb:],,\'\
KON @#lfg

iterations // ao%

/"/’

- LVEE 2014
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For dessert:

virtualization, containers
VIMX.
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Virtualization

no virtualization full virtualization

Ring3 | User Application
Ring 2 ﬁ
Ring ﬁ

Ring 0 0s

privileged
| HIW

63/ 65



Containers

App App App

Binaries / Binaries / Binaries /

Libraries Libraries Libraries

App App App
Cuest OS Guest OS5 Guest OS5
Binaries / Binaries / Binaries /
Libraries Libraries Libraries
Hypervisor
Host 5 Host OS
Virtualhization Contaimners

64 | 65



Q&A
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